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Enhancing cooperation among strangers is challenging. Strangers, who lack previous
interactions and trust, cannot rely on human reciprocity as they engage in social and eco-
nomic exchange. They have a tendency to defect for maximizing individual interests
rather than to cooperate for benefiting each party in the exchange. Blockchain-based
smart contracts come with the promise of solving this dilemma of cooperation. In this
paper, we trace this promise to a newmechanism of cooperation, programmed reciproc-
ity, defined as coded instructions for automatically returning good for good (positive
reciprocity) and ill for ill (negative reciprocity). Programmed reciprocity is rooted in the
algorithmic enforcement capability of blockchain networks, defined as the ability
to guarantee the execution of the rules of an exchange agreement without a central
authority and the possibility of human interference by either of the involved parties. We
propose that algorithmic enforcement capability positively affects the viability of coop-
eration among strangers on the blockchain throughprogrammed reciprocity. This is con-
tingent on the level of contract complexity and blockchain confidence. Our proposed
framework extends the nascent literature on blockchain governance with a novel expla-
nation of how programmed reciprocity can enhance cooperation among strangers.
In doing this, it also addresses a significant yet unresolved problem in the literature on
cooperation in social and economic exchanges.

The question of under what conditions coopera-
tion without a central authority will emerge in a
world of rational, self-interested parties has long
intrigued scientists studying social and economic
exchanges (Axelrod & Hamilton, 1981; Maitland,
Bryson & Van de Ven, 1985; Van de Ven, 1976).
Cooperation is defined as an act by one party that
benefits the interests of another party in an exchange

relationship (Sachs, Mueller, Wilcox & Bull, 2004).
Cooperation involves a dilemma: each party, if and
when engaging in the exchange, must decide whether
to maximize individual interests (defection) or maxi-
mize the collective interests of all parties (coopera-
tion) (Axelrod, 2006; Komorita & Parks, 1995; Orbell
& Dawes, 1993). As research has pointed out, it is gen-
erally more profitable to defect, but if all parties act
rationally and do so, all are worse off than if everyone
had cooperated to maximize their collective interests
(Messick,Wilke, Brewer, Kramer, Zemke & Lui, 1983).
Because of the immense collective payoffs of mutual
cooperation in the long term, scholars theorize
how the dilemma can be resolved and how cooper-
ation is enhanced (Chen, Chen & Meindl, 1998)
across contexts such as alliances and networks
(Bruyaka, Philippe & Casta~ner, 2018; Das & Teng, 1998;
Gnyawali & Madhavan, 2001; Zeng & Chen, 2003),
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entrepreneur–venture capitalist relationships (Cable
& Shane, 1997), firm–stakeholder relationships
(Bridoux & Stoelhorst, 2022), and other economic or
social exchange settings (Griesinger, 1990).

Prior research highlights that cooperation is
enhanced when exchange parties discover relevant
information generated through human reciprocity,
either directly through repeated interactions (direct
reciprocity) or indirectly through reputation scores
(indirect reciprocity), helping them to predict the
cooperative strategy of the other party and deal with
the dilemma (Falk & Fischbacher, 2006; Zaggl, 2014).
For example, research on enhancing cooperation in
alliances highlights the role of human reciprocity in
building trust by encouraging risk-taking behavior
when positive information about the reputation of the
exchange party becomes available, helping to estab-
lish confidence in partner cooperation (Das & Teng,
1998).

However, as widely documented in the literature
(Bolton, Katok & Ockenfels, 2005; Macy & Skvoretz,
1998; Ockenfels, 1993), human reciprocity falls short
in enhancing cooperation among strangers because
of the indefinite number of interactions required to
discover reliable information that is actionable for
enhancing cooperation. For example, Axelrod (2006)
coined the notion of “evolution of cooperation” to
reflect thewaxing andwaning of cooperation over pro-
longed time periods. Strangers, who lack previous
interactions, can therefore not rely on human reciproc-
itymechanisms of cooperation (direct and indirect rec-
iprocity) (Bolton et al., 2005;Macy& Skvoretz, 1998).

In this paper, we present a framework for exploring
the role of smart contracts1 deployed on blockchain2

networks for enhancing cooperation in economic and
social exchanges involving strangers. The diffusion of
blockchain-based smart contracts gives rise to algo-
rithmic enforcement capability, defined as the ability
to guarantee the execution of the rules of an exchange
agreement without a central authority and the possi-
bility of human interference by either of the involved
parties (Murray, Kuban, Josefy & Anderson, 2021;
Szabo, 1994, 1996, 1997; Werbach & Cornell, 2017).

We theorize that the algorithmic enforcement capa-
bility of blockchain networks positively affects coop-
eration among strangers in social and economic
exchanges (Bolton et al., 2005;Macy & Skvoretz, 1998;
Ockenfels, 1993) indirectly through programmed reci-
procity, defined as coded instructions for automati-
cally returning good for good (positive reciprocity)
and ill for ill (negative reciprocity) (Falk & Fischba-
cher, 2006).

We introduce programmed reciprocity as a new
mechanism of cooperation (Zaggl, 2014), contribut-
ing to literatures on blockchain governance (e.g.,
Beck, M€uller-Bloch & King, 2018; Lumineau, Wang
& Schilke, 2021;Murray et al., 2021) and cooperation
among strangers in social and economic exchanges
(e.g., Bolton et al., 2005; Butler & Fehr, 2024; Macy &
Skvoretz, 1998; Ockenfels, 1993). As our theoretical
framework explains, programmed reciprocity works
as a mechanism linking algorithmic enforcement
capability to enhanced cooperation among strangers
on the blockchain. We theorize this relationship as a
conditional indirect effect3 as its strength varies
based on the value of a first-stage moderated media-
tion,4 in other words, contract complexity (complex
contracts are more difficult to develop for algorith-
mic enforcement of reciprocal exchange), as well as
a second-stagemoderatedmediation, in otherwords,
blockchain confidence (the exchange parties must
have confidence in the technology to use smart con-
tracts intuitively and reap the collective benefits of
cooperation on the blockchain).

CONCEPTUAL BACKGROUND

The Puzzle: Enhancing Cooperation
among Strangers

Cooperation plays a fundamental role in parties
engaging in social and economic exchange to get
more collective benefits. Cooperation binds indivi-
duals together, allowing for the emergence of groups,

1 Smart contracts are defined as a set of rules codified in
software, which self-executes autonomously when event
data confirms that the prespecified conditions are met
(Szabo, 1996).

2 Blockchain is defined as a distributed ledger that trans-
parently verifies and stores transaction data in sequential
order within a peer-to-peer network of participants who all
have a unified view of the data and abide by the same rules
and processes (Nakamoto, 2008).

3 A conditional indirect effect is defined as “the magni-
tude of an indirect effect at a particular value of a modera-
tor (or at particular values of more than one moderator)”
(Preacher, Rucker & Hayes, 2007: 186)

4 Moderatedmediation is defined as mediation relations
that are contingent on the level of a moderator (James &
Brett, 1984). When the moderator affects the strength of the
relationship between the predictor and the mediator, the
term “first-stage moderated mediation” is used; when it
affects the relationship between the mediator and the out-
come, the term “second-stage moderated mediation” is
used (Hayes, 2017).
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organizations, communities, institutions, and social
structures in general (Sachs et al., 2004). Cooperation
plays an indispensable role in the social sciences (see
Axelrod, 2006; Axelrod & Hamilton, 1981), especially
for economics (see Fehr, G€achter & Kirchsteiger,
1997; Ockenfels, 1993) andmanagement (see Bridoux
& Stoelhorst, 2022; Chen et al., 1998; Maitland et al.,
1985; Van deVen, 1976).

There are several reasons why the question of how
to foster cooperation intriguesmanagement scholars.
First, cooperation has been shown to generate long-
term payoffs for exchange parties. When everyone is
better off collectively through cooperation, exchange
parties will compound their payoffs and get more
benefits through repeated reciprocal exchange in the
future (Axelrod & Dion, 1988). In their research on
alliances, Zeng and Chen (2003) observe the disad-
vantage to defecting in self-interest as long-term
cooperation can generate more collective benefits for
alliance partners. Second, cooperation can emerge
without a central authority (Axelrod, 2006). This has
stimulated scholars to explore new decentralized
ways of organizing (see Ellinger, Gregory, Mini,
Widjaja & Henfridsson, 2024; Lumineau et al., 2021).

Reciprocity (direct and indirect) is a key mecha-
nism of cooperation (Zaggl, 2014). At the basic level,
reciprocity involves a strategy of returning good for
good (mutual cooperation) and ill for ill (mutual
defection) (Falk & Fischbacher, 2006; Kahan, 2003).
Direct reciprocity (whichworks on the basis of direct
discovery of exchange party information through
repeated interactions) and indirect reciprocity (which
works on the basis of indirect discovery of reputa-
tional exchange party information) are linked to the
evolution of cooperation by revealing cooperative
strategies of one another (Axelrod & Hamilton, 1981).
For instance, Axelrod demonstrates that cooperation
can emerge when there is an indefinite number of
interactions based on the policy of cooperating first
and then reciprocating in the further evolution of the
exchange (Axelrod, 2006).

However, as explained by Axelrod and Hamilton
(1981), the strategy of unconditional defection is
evolutionarily stable too, which means that coopera-
tion is never guaranteed. This had led scholars to
explore alternatives to human reciprocity-basedmech-
anisms of cooperation (Axelrod & Dion, 1988), even
though none of the documented strategies in the litera-
ture offer satisfying answers to the problem of enhanc-
ing the initial viability of cooperation among strangers.
Despite the vast amount of research on this topic, this
represents an enduring puzzle of perennial interest
(Butler & Fehr, 2024). Axelrod and Hamilton (1981)

originally described this puzzle in terms of the prob-
lem of how an evolutionary trend toward cooperative
behavior could be started in the first place—the initial
viability of cooperation. A decade later, Ockenfels
(1993) suggested that cooperation is unlikely in
exchange settings involving anonymous parties who
do not know each other, something that Macy and
Skvoretz (1998) refer to as the problem of transient
and anonymous exchange. More recently, Bolton
et al. (2005) portrayed the decision of strangers to
cooperate as a puzzle that remains unresolved in the
literature.

Duffy andXie’s (2016) study provides a good point
of departure for exploring the role of blockchain-
based smart contracts in increasing the initial viabil-
ity of cooperation among strangers. It highlights that
cooperation among strangers becomes less likely
when a larger number of human actors is involved,
suggesting that behavioral uncertainty stands in the
way of cooperation. The authors suggest solving the
problem by introducing robot players, defined as
actors that are programmed to participate in a multi-
party exchange according to an a priori defined strat-
egy and set of rules. The benefit of placing a robot
player in the middle of an exchange is that it makes
exchange behavior more predictable. Smart con-
tracts can potentially play that role. Aswe explain in
the following section, the use of blockchain-based
smart contracts offers the potential to reduce behav-
ioral uncertainty by eliminating human factors from
the execution of prespecified rules of the exchange,
making cooperation among strangers more likely in
the absence of human reciprocity.

Blockchain-Based Smart Contracts

Blockchains with capabilities to run self-executing
software-based rules, so-called smart contracts
(Buterin, 2014), provide an infrastructure for orga-
nizing transactions (Lumineau et al., 2021) and facil-
itating cooperation in exchanges. A blockchain is
a distributed ledger technology that transparently
verifies and stores transaction data in sequential
order within a peer-to-peer network of participants
who all have a unified view of the data and abide by
the same rules and processes (Beck et al., 2018;
Nakamoto, 2008). There are three key characteristics
of blockchain technology: (a) transparency (all per-
missioned parties have a unified and always accessi-
ble view of the data stored in the blockchain ledger);
(b) immutability (the blockchain ledger maintains a
permanent, irreversible, and unalterable history of
transactions); and (3) decentralized consensus (the
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specific state and set of information stored in the led-
ger is agreed upon by all agents via protocols, with-
out the need to trust and rely upon a centralized
authority).

Following the first wave of blockchain technology
innovation (2009–2013), emphasizing the currency
use case of blockchain technology (Nakamoto, 2008),
the secondwave (2014–today) introduced the ability
to upload, store, and run smart contracts directly on
a blockchain. Smart contracts can be defined as com-
puter programs that automatically execute the codi-
fied terms of an exchange agreement upon data-driven
confirmation that prespecified conditions are fulfilled
without the need for a central authority (Szabo, 1994,
1996).

There are three key characteristics of smart con-
tracts (Cong & He, 2019). First, smart contracts aim at
reducing ambiguity through codified rules and con-
ditions (Murray et al., 2021). Whereas text-based
contracts use human language, whichmay be subject
to diverse interpretations, smart contracts use formal
code and algorithms to make specific components
and rules of an exchange agreement (e.g., payments,
transfer of asset ownership) machine-readable and
self-executable (Szabo, 1996). For example, farmers
and seed companies who cooperate for the first time
can embed contractual provisions and potential pen-
alties for the violation of intellectual property con-
tained within the plant varieties (created by the seed
companies) into software code and deploy this code
on the blockchain where it leaves an immutable and
transparent transaction record (Rapela & Lehtinen,
2023).

Second, smart contracts follow the principle of
data-driven automation (Lindebaum, Vesa & den
Hond, 2020; Raisch & Krakowski, 2021). Once pre-
specified conditions are met, the software automati-
cally executes and enforces the codified terms of
the agreement (Szabo, 1994, 1996). In this regard, the
underlying blockchain infrastructure guarantees the
execution of smart contracts as coded and triggered
by event data fed into the smart contracts (Lumineau
et al., 2021; Werbach & Cornell, 2017). For example,
even small farmers in remote villages who may be a
stranger to exchange parties can expect to get paid
reliably as enabled by smart contracts that guarantee
payments. Before executing the payment, the smart
contract will verify that the prespecified conditions
are met, including the successfully completed ship-
ment and the promised quality and quality condi-
tions of the traded goods (Law, 2017).

Lastly, smart contracts deployed on a blockchain
are designed for direct exchange, facilitating

instantaneous, rapid transactions on a global, peer-
to-peer basis (Catalini & Gans, 2020) enabled by
decentralized consensus rather than a centralized
authority (Cong & He, 2019; Drummer & Neumann,
2020). Direct exchange assumes that exchangeable
assets exist in a state of readiness for immediate
transfer over a blockchain, and that an asset’s owner-
ship and source of origin can be easily validated
(Swan, 2019). For example, smart contracts can be
used to instantaneously determine the provenance of
goods, giving actors greater flexibility to act upon
timely information and transfer value directly. This
can be beneficial to foster cooperation among stake-
holders with interests related to health and food
safety, environmental sustainability, and ethicality
(Marchese & Tomarchio, 2022).

FRAMEWORK FOR EXPLAINING
COOPERATION AMONG STRANGERS

We develop a framework (see Figure 1) for explain-
ing the role of blockchain-based smart contracts in
increasing the viability of cooperation among stran-
gers, where cooperation is defined as an act by one
exchange party that also benefits the interests of
another party or collective (Sachs et al., 2004).

The framework is based on the following assump-
tions. First, we assume that strangers are rational
and self-interested actors (Bolton et al., 2005; Macy &
Skvoretz, 1998; Ockenfels, 1993). Second, we assume
that strangers have the means and know-how to
interact with a machine (blockchain-based smart
contract), in other words, a robot player (Duffy &
Xie, 2016), to facilitate exchange without relying on
a central authority.

The Indirect Effect of Algorithmic Enforcement
Capability on Cooperation among Strangers

Algorithmic enforcement capability. We propose
an indirect positive relationship between algorithmic
enforcement capability and the viability of cooperation
among strangers. We define algorithmic enforcement
capability as the ability to guarantee the execution of
the rules of an exchange agreement without a central
authority and the possibility of human interference by
either of the involved parties (Murray et al., 2021;
Szabo, 1994, 1996, 1997;Werbach& Cornell, 2017).

The algorithmic enforcement capability of block-
chain networks (e.g., Ethereum, Solana, and Cardano)
varies with the characteristics of smart contracts
(codified rules and conditions, data-driven opera-
tion, direct exchange) and blockchain infrastructure
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(transparency, immutability, decentralized consen-
sus), influencing its costs (i.e., the expenditure of
resources associated with smart contract develop-
ment and execution) and reliability (i.e., the degree
to which the smart contract development and execu-
tion is performed accurately and consistently).

First, algorithmic enforcement capability varies
with the characteristics of smart contracts (Szabo,
1996; Werbach & Cornell, 2017). In particular, to
enforce an exchange agreement algorithmically, the
rules of the agreement (e.g., the terms of payment in
exchange for receiving a good or service) as well as
the conditions for when these rules are executed
(e.g., receiving the good or service within the agreed
timeframe)must be formally specified in algorithmic
if-then-else language and codified in software using
a programming language for smart contract develop-
ment (e.g., Solidity for smart contracts deployed on
the Ethereum blockchain) (codified rules and condi-
tions), which can vary in costs and reliability from
blockchain to blockchain. For example, Ethereum
offers the ERC-20 standard which makes it compara-
tivelymore cost-efficient and reliable to develop and
execute smart contracts on the Ethereum blockchain
compared to other blockchains. Furthermore, the
smart contracts must receive data feeds from so-called
“oracles” (e.g., price and event data feeds) to deter-
mine when prespecified conditions are met, autono-
mously triggering the self-execution of the codified
rules (data-driven operation). The costs and reliability
of the data feeds that are necessary for smart contracts
to function vary across blockchains. In addition, to
guarantee the data-driven execution of rules, instanta-
neous execution of transactions to finality—without
human interference by any of the involved parties and
without a central authority—is critical to complete the
exchange according to the rules (e.g., making a
rapid payment of digital fiat currency or transfer of

another type of value stored on the blockchain) (direct
exchange). The costs and reliability of facilitating
direct exchange through smart contracts varies across
blockchains, for example in terms of the speed and
fees incurred in every transaction over the network
(e.g., Solana provides high throughput and low
latency, making this blockchain suitable for direct
exchange scenarios requiring rapid execution).

Second, as smart contracts are deployed and exe-
cuted on a blockchain, algorithmic enforcement capa-
bility also varies with the blockchain characteristics.
Blockchain technology makes transactions resulting
from the execution of smart contracts visible and veri-
fiable for all parties (transparency) (Werbach, 2018b).
Blockchains that offer high transparency (e.g., public,
permissionless blockchains such as Solana) make
smart contract monitoring and improvement easier,
potentially causing variation in the costs and reliabil-
ity of algorithmic enforcement capability. In addition,
algorithmic enforcement capability involves the idea
that the rules of an exchange agreement are executed
without the possibility of human interference by
either of the involved parties, extending beyond the
execution phase into the future. However, such exe-
cution depends on whether the trail of transactions
left behind by smart contracts is permanent, irrevers-
ible, and unalterable, helping to meet the expectation
of exchange parties that the execution of rules is
guaranteed (immutability) (Nakamoto, 2008; Szabo,
1997). The greater the immutability of a blockchain,
themore reliable its algorithmic enforcement capabil-
ity as human interference is prevented from happen-
ing. Furthermore, the execution of exchange rules
cannot be guaranteed by algorithmic enforcement
capability if a central authority controls large parts of
the blockchain, as this would introduce risks for
human or organizational interference in the execution
of rules. Therefore, algorithmic enforcement capability

FIGURE 1
Algorithmic Enforcement of Reciprocal Exchange to Enhance Cooperation among Strangers

Contract Complexity

Algorithmic Enforcement
Capability

Programmed Reciprocity
Cooperation among

Strangers

Blockchain Confidence
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also depends on a so-called consensus mechanism
where the state and information stored on the block-
chain is agreed upon by all agents via protocols as
opposed to authority (decentralized consensus) (Cong
& He, 2019). Consensus mechanisms vary across
blockchains, influencing both the cost and reliabil-
ity of their algorithmic enforcement capability.

Robot players. The rise of algorithmic enforce-
ment capability invites the exploration of newmech-
anisms of cooperation (Axelrod, 2006; Zaggl, 2014)
with the potential to inform research on cooperation
among strangers in social and economic exchanges
(Butler & Fehr, 2024;Macy & Skvoretz, 1998). In what
follows, we explore the indirect effect of algorithmic
enforcement capability on cooperation among stran-
gers (Bolton et al., 2005; Ockenfels, 1993).

Algorithmic enforcement capability enhances the
viability of cooperation among strangers when a
strong expectation can be created that good will be
returned for good and ill will be returned for ill (Falk
& Fischbacher, 2006). This can be achieved by intro-
ducing smart contracts as robot players (Duffy & Xie,
2016) into the middle of exchange relationships
between unrelated parties to algorithmically enforce
reciprocal exchange (Kranton, 1996a, 1996b). As dis-
cussed above, smart contracts run on blockchains,
and both the characteristics of smart contracts and
blockchains can be a source of variation in the costs
and reliability of a blockchain network’s algorithmic
enforcement capability. To the extent that the costs
of algorithmic enforcement are low and the reliabil-
ity is high, we propose that algorithmic enforcement
capability positively affects the viability of coopera-
tion among strangers indirectly through programmed
reciprocity.

Programmed reciprocity. When the algorithmic
enforcement capability of blockchain networks is
leveraged to enforce reciprocal exchange based on the
agreed-upon and prespecified rules of the exchange,
behavioral uncertainty about the return of the favor
following a cooperative act by one exchange party is
reduced. Reducing behavioral uncertainty regarding
the cooperative strategy of the other exchange party
has a positive effect on the decision of an exchange
party to cooperate based on the strong expectation
that the other party will cooperate too (Axelrod,
2006). More specifically, strangers are more likely to
resolve the social dilemma (Komorita & Parks, 1995;
Orbell & Dawes, 1993) in favor of cooperation by act-
ing in a way that benefits not only themselves but
also other involved parties (Sachs et al., 2004) if
behavioral uncertainty can be reduced, creating a
strong expectation based on the work of the machine

in the middle (i.e., blockchain-based smart contract)
that a cooperative act of one party will follow a coop-
erative act of another (Falk & Fischbacher, 2006).

This gives rise to a new mechanism of enhancing
cooperation among strangers based on the applica-
tion of a blockchain network’s algorithmic enforce-
ment capability. We refer to this mechanism as
programmed reciprocity, defined as coded instruc-
tions for automatically returning good for good (posi-
tive reciprocity) and ill for ill (negative reciprocity)
(Falk & Fischbacher, 2006). Programmed reciprocity,
as a function of the cost and reliability of the algorith-
mic enforcement capability of blockchain networks,
provides a solution to the problemof enhancing coop-
eration among strangers. It is a novel mechanism of
cooperation in that it does not require exchange party
information discovery through the evolution of
cooperation (Axelrod, 2006). Instead, it relies on the
a priori negotiation and specification of rules of the
exchange and codification in software, as well as
their automatic execution under prespecified condi-
tions through algorithmic enforcement (Werbach &
Cornell, 2017). Programmed reciprocity thus comes
with the promise of enhancing cooperation among
strangers (Macy & Skvoretz, 1998; Ockenfels, 1993) by
guaranteeing algorithmically that reciprocal exchange
will be enforced (Kranton, 1996a, 1996b). Rather
than trusting each other, exchange parties rely on the
machines (i.e., blockchain-based smart contracts) as
robot players in themiddle of their exchange relation-
ship to make cooperation viable (Werbach, 2018a).
The reason why programmed reciprocity can work as
an alternative is because if one exchange party coop-
erates (e.g., delivers the promised good to the destina-
tion address), this party perceives less behavioral
uncertainty that the favor will be returned (e.g., mak-
ing the payment for the good), resulting in mutual
cooperation and higher collective benefits that
resolves the dilemma of cooperation (Komorita &
Parks, 1995). Overall, programmed reciprocity cre-
ates incentives to cooperate to maximize the collec-
tive interests of exchange parties (Sachs et al., 2004).

Programming positive and negative reciprocity.
The use of algorithmic enforcement capability in an
exchange setting can help to program both positive
and negative reciprocity. It can be used to both
(a) transfer value to guarantee payoffs of cooperation
and (b) administer punishments for noncooperative
and defective behavior. Algorithmic enforcement
capability thus simultaneously increases the prom-
ise of reward and the threat of punishment through
programmed reciprocity (Andreoni, Harbaugh &
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Vesterlund, 2003; Bruni, Panebianco & Smerilli, 2014;
Chen, Sasaki, Br€annstr€om&Dieckmann, 2015;Herold,
2012), facilitating cooperation among strangers within
a system of enforceable reciprocal exchange. Overall,
algorithmic enforcement capability is positively asso-
ciated with a higher viability of cooperation among
strangers (Bolton et al., 2005; Macy & Skvoretz, 1998)
by making cooperative behavior more attractive
through guaranteedpayoffs andpunishments achieved
through programmed reciprocity that helps to reduce
behavioral uncertainty and increase mutual expecta-
tions of cooperative behavior. As stated byKranton,

a reciprocal-exchange relationship is “enforceable,”
that is, constitutes a perfect equilibrium, if and only if
each partner has the incentive to produce and receive
goods according to the rule and each partner has the
incentive to carry out the punishment if any partner
reneges. (1996b: 839)

Illustration. Consider a situationwhere an importer,
based in Country A, wishes to purchase a large ship-
ment of goods from a manufacturer located in Coun-
try B. Both parties are unfamiliar with each other
and have never engaged in any business transactions
before. In traditional trade setups, the lack of trust
and familiarity between the importer and the manu-
facturer can create significant hurdles in establishing
a cooperative exchange relationship. The importer
may be concerned about the reliability of the manu-
facturer in delivering the goods as agreed, while the
manufacturer may worry about the importer’s com-
mitment to making the payment promptly upon
receipt of the goods. However, by leveraging block-
chain technology and smart contracts, the two parties
can establish a system of algorithmic enforcement
that significantly reduces these concerns and fosters
cooperation. Firstly, they agree on the terms of the
trade agreement, including the quantity, quality, and
price of the goods, as well as the payment terms and
delivery schedule. These terms are then encoded into
a smart contract deployed on a blockchain. The smart
contract is programmed to execute the exchange auto-
matically once the predefined conditions are met. For
instance, upon the manufacturer’s confirmation of
the shipment, the smart contract releases the payment
to the manufacturer. Conversely, if the manufacturer
fails to deliver the goodswithin the agreed timeframe,
the smart contract triggers penalties or refunds to
the importer.

Viability of cooperation among strangers. This
system of algorithmic enforcement provides both
parties with a high expectation that the terms of the
agreement will be upheld without the need for

intermediaries or human intervention. The block-
chain ensures that all transactions and contractual
obligations are visible and irreversible, further
enhancing programmed reciprocity as a mechanism
to enhance the viability of cooperation among stran-
gers. Moreover, the threat of penalties or refunds pro-
grammed into the smart contract acts as a powerful
incentive for both parties to fulfill their obligations
promptly and honestly according to the principles of
programmed reciprocity. The importer is assured that
they will receive the goods as specified, while the
manufacturer knows that they will be compensated
for their efforts. As a result, the viability of cooperation
between the importer and the manufacturer increases
significantly. Both parties are more willing to engage
in the transaction knowing that their interests are pro-
tected by the algorithmic enforcement capability of
the blockchain network using smart contracts. This
reduction in behavioral uncertainty and increase in
mutual expectations of cooperative behavior ulti-
mately leads to a more cooperative and thus success-
ful exchange, benefiting both parties involved. In
sum, we propose:

Proposition 1. Algorithmic enforcement capability
positively affects cooperation among strangers indi-
rectly through programmed reciprocity.

Conditional indirect effect. The relationship the-
orized above is a conditional indirect effect as its
strength depends on the values of two moderators
(see Figure 1) (Preacher, Rucker & Hayes, 2007). In
particular, the relationships between (a) algorithmic
enforcement capability and programmed reciproc-
ity, and (b) programmed reciprocity and cooperation
among strangers are each contingent on the level of a
moderator, also referred to as first-stage and second-
stage moderated mediation (Hayes, 2017; James &
Brett, 1984). In the first-stage moderated mediation,
the strength of the relationship is contingent on the
level of contract complexity. The rationale for includ-
ing this moderator in our theoretical framework is
that programmed reciprocity results from develop-
ing smart contract code on the decentralized applica-
tion layer of the blockchain network and instantiating
its algorithmic enforcement capability to codify and
implement the context-specific reciprocal-exchange
rules based on reciprocity norms. The ability of
performing this programming task is contingent on
contract complexity—complex contracts are more
difficult to program for algorithmic enforcement of
reciprocal exchange. In the second-stage moderated
mediation, the strength of the relationship is con-
tingent on the level of blockchain confidence. Here,
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the rationale is that strangers will more likely use
smart contracts and cooperate with each other on the
blockchain if they have positive expectations about
the technology that it will reliably function and per-
form as programmed. A well-designed smart con-
tract may afford the potential for enhancing
cooperation among strangers through programmed
reciprocity. However, if nobody is willing to use it
due to a lack of confidence in the blockchain tech-
nology, cooperation behavior is unlikely.

Contract Complexity

To algorithmically enforce reciprocal exchange and
enhance cooperation among strangers on a block-
chain, smart contracts must first be developed to
instantiate its algorithmic enforcement capability and
translate the context-specific reciprocal-exchange
rules into software code. The success of performing
this development activity is contingent upon con-
tract complexity, which determines the degree to
which it is feasible and effective to inscribe reciproc-
ity norms into code that executes on the blockchain.

Contract complexity is defined as the number of
contingencies and possible outcomes that have to be
accounted for in the reciprocal-exchange agree-
ment via computational mapping from the possible
states of the world to the specific outcomes in a finite
number of steps that can be delegated to a machine
(Anderlini & Felli, 1994; Babaioff & Winter, 2014;
Melumad, Mookherjee & Reichelstein, 1997). The
degree of contract complexity is important because
it affects smart contract development through which
the algorithmic enforcement capability of a block-
chain network (e.g., Ethereum) is instantiated to
achieve programmed reciprocity.

During smart contract development—performed
by interdisciplinary teams of smart contract engineers,
blockchain professionals, lawyers, domain experts,
data scientists, product managers, and masters of a
software development methodology—reciprocity
norms are inscribed into the technology to increase
the potential for cooperation among strangers on the
blockchain. Inscription is a socio-technical process
described by Latour (1992) in terms of the inextrica-
ble intertwinement of social practices and techno-
logical artifacts, and here more specifically refers to
a process whereby norms of reciprocity that can
enhance cooperation become inscribed into smart
contracts.

The effectiveness of inscription is contingent upon
the degree of contract complexity. High contract
complexitymakes it cognitively difficult to decompose

the complexity (Simon, 1962) and map all possible
contingencies and outcomes of the agreement to
programmable instructions to put the blockchain
network’s algorithmic enforcement capability into
action. High contract complexity can therefore result
in human errors and software flaws, weakening the
relationship between algorithmic enforcement capa-
bility and programmed reciprocity. Low contract
complexity, on the other hand, reduces cognitive
effort and increases the likelihood that the develop-
ment team will be able to account for all possible
contingencies and outcomes during the design of
smart contracts. This, in turn, will likely strengthen
the relationship between algorithmic enforcement
capability and programmed reciprocity.

For example, consider a scenario in the context of
real estate rental agreements to illustrate how a low
degree of contract complexity strengthens the rela-
tionship between algorithmic enforcement capability
and programmed reciprocity by improving inscrip-
tion. Imagine a platform that facilitates rental agree-
ments between landlords and tenants through smart
contracts deployed on a blockchain. These smart con-
tracts are designed to automatically enforce the terms
of the rental agreement, including rent payments,
maintenance responsibilities, and lease duration,
without the need for intermediaries. In a rental
agreement with low contract complexity, the terms
of the agreement are straightforward and standard-
ized. For example, the agreement might stipulate a
fixed monthly rent amount, a predefined lease dura-
tion, and basic maintenance responsibilities for the
tenant. With fewer contingencies and possible out-
comes to account for, reciprocal interactions can be
programmed relatively easily into smart contract
code. Landlords and tenants can trust that the terms
of the agreement will be enforced accurately, leading
to a high viability of cooperation between the two
parties.

Conversely, in a rental agreement with high con-
tract complexity, the terms of the agreement are
more intricate. For instance, the agreement might
include clauses for variable rent payments based on
usage, flexible lease durations with options for
renewal, and detailed maintenance protocols tailored
to the property’s specific features. With numerous
contingencies and potential outcomes to consider,
programming reciprocity into the smart contract
becomes significantly more challenging and it will be
more incomplete as the likelihood of errors increases.
As a result, there is a greater risk of misinterpretation
and erroneous execution of the agreement terms,
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diverging from reciprocity norms. We thus propose
that:

Proposition 2. Contract complexity moderates the
relationship between algorithmic enforcement capa-
bility and programmed reciprocity, such that the
relationship is stronger (weaker) when contract com-
plexity is low (high).

Blockchain Confidence

To algorithmically enforce reciprocal exchange and
enhance cooperation among strangers on a block-
chain, smart contracts must also be used by strangers
engaging in economic or social exchange. Thus, the
second conditional factor affecting the main relation-
ship in our model is related to the need for strangers
(exchange parties) to actively use smart contracts as
“robot players” (Duffy & Xie, 2016) to enact the
inscribed reciprocity norms and thus engage in coop-
erative exchange on the blockchain. Strangers will not
cooperate, however, if they do not have a high level of
confidence in the blockchain technology, which pro-
vides the execution environment for smart contracts
(Werbach & Cornell, 2017).

Blockchain confidence is defined as the expecta-
tion of proper operations of blockchain systems
based on an understanding of their “procedural
and rule-based functioning” (De Filippi, Mannan &
Reijers, 2020). Insofar as confidence in blockchain’s
predictable functioning and performance is high
(Lankton,McKnight & Tripp, 2015; Lippert &Michael
Swiercz, 2005; Mcknight, Carter, Thatcher & Clay,
2011), the need for trust in any central authority, as
well as the requirement to trust any of the exchange
parties who interact over a blockchain network, is
reduced as exchange parties can cooperate with each
other through the use of smart contracts (De Filippi
et al., 2020). The higher the level of blockchain confi-
dence, the more likely it is that cooperation among
strangers is enhanced through programmed reciproc-
ity, because strangers will more likely engage in active
usage of smart contracts to cooperatively exchange
with each other on the blockchain. In the presence of
high levels of blockchain confidence, we should
expectmore cooperation among strangers to occur as
smart contract adoption and use increases, which
makes it more likely that strangers reap the collec-
tive benefits of cooperation on the blockchain (Sachs
et al., 2004). However, as explained in what follows,
this logic only holds up if blockchain confidence is
not negatively affected by interruptions in the data-
driven and automatic operation of smart contracts,
which are deployed and run on a blockchain.

Blockchain technology has proven itself over more
than a decade to perform and function predictably,
helping to establish a high level of blockchain confi-
dence (De Filippi et al., 2020). From a human reason-
ing and decision-making standpoint, the positive
performance track record of blockchains such as
Ethereum induces Type 1 processes that are intui-
tive, fast, and autonomous (Kahneman & Tversky,
1973). The outcome of Type 1 processes is a rein-
forcement of enhancing cooperation through pro-
grammed reciprocity, because as long as strangers
experience fast technology responses to a coopera-
tive act according to the logic of positive reciprocity,
they will themselves be more inclined to engage in
Type-1 thinking-fast mode and continue using smart
contracts intuitively to enable cooperative exchange.

There is always the possibility of a service inter-
ruption of a blockchain. This could be caused by a
variety of different factors such as the discovery of
software vulnerabilities that lead to an exploit or a
spike in demand for the blockchain’s resources that
results in congestion and longer execution times due
to delays in validating transactions. A blockchain
service interruption is likely to trigger cognitive
gear-switching from Type 1 to Type 2 processes,
which are reflective, slow, and resource demanding
(Pennycook, Fugelsang & Koehler, 2015). In the first
stage of this gear-switching process, the interruption
generates an initial response through intuitive Type
1 reasoning that in the second stage of reasoning
brings to light a conflict rooted in the mismatch of
expectations about the technology versus its actual
performance. Finally, in the third stage, it is likely
that the interruption, depending on its length and
severity, leads to cognitive decoupling, which refers
to additional cognitive processing to inhibit and
override an intuitive response (i.e., continued use of
the smart contract feature in an intuitive response to
its usage by the other exchange party) (Pennycook
et al., 2015).

Overall, this results in cognitive gear-switching
into Type-2 thinking-slow mode, which is likely to
reduce blockchain confidence, affecting their decision
to cooperate with the robot player in the middle by
using smart contracts. This cognitive gear-switching,
triggered by an interruption of blockchain service,
reduces blockchain confidence, weakening the rela-
tionship between programmed reciprocity and the
viability of cooperation among strangers. Conversely,
in the absence of blockchain service interruptions,
blockchain confidence is expected to go up over time
due to positive feedback loops about blockchain’s pre-
dictable functioning, strengthening the relationship
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between programmed reciprocity and the viability of
cooperation among strangers.

As an example, consider the scenario where Alice
and Bob, two strangers, are engaging in a cooperative
exchange facilitated by a decentralized finance (DeFi)
platform. Bob needs liquidity for a car purchase and
wishes to borrow cash with his long-term Bitcoin
investment as collateral. Alice wishes to lend the
cash to Bob to earn interest. They decide to utilize
the smart contract features on the DeFi platform to
ensure a secure and transparent transaction without
the need for intermediaries. Alice, having high block-
chain confidence due to the platform’s predictable
functioning in the past, initiates the exchange by
interacting with the smart contract. She deposits her
cash into the smart contract, which locks it until Bob
deposits his collateral. Alice trusts that the smart con-
tract will execute the transaction as programmed,
thanks to her confidence in the blockchain’s ability to
perform reliably. Bob, seeing Alice’s interaction with
the smart contract, decides to cooperate by fulfilling
his end of the deal. He deposits his collateral into the
smart contract, agrees to the terms stipulated by the
smart contract, and receives access to the borrowed
cash. As long as the blockchain continues to perform
the execution of smart contracts as expected, Alice
and Bobwill continue to rely on Type-1 fast, intuitive
thinking based on reinforced blockchain confidence.

However, an outage occurs in the blockchain infra-
structure underlying the DeFi platform, meaning that
Alice cannot verify the collateral and Bob cannot
access the borrowed cash (or his collateral). This out-
age could be caused by various factors, such as soft-
ware vulnerabilities or network congestion, leading
to longer transaction processing times. As a result of
this disruption, both Alice and Bob experience cogni-
tive gear-switching, as Alice gets worried about Bob’s
repayment and Bob gets worried about his collateral.
Initially, they rely on Type-1 fast, intuitive thinking,
assuming that the blockchain will quickly resolve the
issue and execute the smart contract as expected.
However, as the outage persists, they transition to
Type-2 slow, reflective thinking. In the second stage
of reasoning, they confront the mismatch between
their expectations of seamless blockchain operation
and the reality of the disruption. They begin to ques-
tion the proper operation of the blockchain and the
smart contracts running on it. Finally, in the third
stage, they undergo cognitive decoupling as they grap-
ple with the decision to continue trusting the block-
chain technology despite the interruption. Theyweigh
the risks and uncertainties associated with the dis-
rupted blockchain against the benefits of cooperation.

Ultimately, low blockchain confidence weakens
the relationship between programmed reciprocity
and cooperation among strangers. Alice and Bob
become less inclined to interact with the smart con-
tracts on the DeFi platform, fearing potential errors
or delays in transaction execution. This reluctance to
engage undermines the effectiveness of programmed
reciprocity in enhancing cooperation among strangers
on the blockchain. If, on the other hand, the
blockchain-based smart contracts on the DeFi plat-
form have a long history of functioning reliablywith-
out major service interruptions, Type 1 processes
and enhanced cooperation through programmed rec-
iprocity is reinforced over time as blockchain confi-
dence builds up. In sum, we propose that:

Proposition 3. Blockchain confidence moderates the
relationship between programmed reciprocity and
cooperation among strangers, such that the relation-
ship is stronger (weaker) when blockchain confidence
is high (low).

DISCUSSION

Our contribution is a framework for explaining
how cooperation among strangers can be enhanced
by leveraging the algorithmic enforcement capability
of blockchain networks to program positive and
negative reciprocity, enhancing cooperation in
reciprocal-exchange relationships. Our framework
extends the nascent literature on blockchain gover-
nance (e.g., Beck et al., 2018; Lumineau et al., 2021;
Murray et al., 2021) with a novel explanation of how
programmed reciprocity can enhance cooperation
among strangers, addressing an important yet unre-
solved puzzle in the literature on cooperation
in social and economic exchanges (e.g., Axelrod &
Dion, 1988; Axelrod & Hamilton, 1981; Bolton et al.,
2005; Macy & Skvoretz, 1998; Ockenfels, 1993; Sachs
et al., 2004). Several implications for research follow
from our theory development.

Implications for Research

First, we propose programmed reciprocity as a
new mechanism of cooperation among strangers.
Programmed reciprocity is coded instructions for
automatically returning good for good (positive reci-
procity) and ill for ill (negative reciprocity). It comple-
ments human reciprocitymechanisms for cooperation
such as direct and indirect reciprocity (Zaggl, 2014).
In the context of cooperation among strangers, the
use of human reciprocity, whether direct or indirect
reciprocity, is limited (Macy & Skvoretz, 1998;
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Ockenfels, 1993) because the trust and reputation
of an exchange party cannot develop without signifi-
cant exchange party information discovery (Axelrod,
2006). Consider that direct reciprocity is based on
the idea that repeated interactions between indivi-
duals who behave cooperatively create the emotion of
gratitude, which humans can memorize and consider
when forming future predictions about the behavior of
others (Axelrod, 2006; Axelrod & Hamilton, 1981).
Direct reciprocity thus involves giving favors to one
another and can be simplified to “I help you, and you
help me” (Nowak & Sigmund, 2005; Taylor & Nowak,
2009). Similarly, indirect reciprocity is based on repu-
tation or social status determined by an actor’s past
behavior. Reputation may serve as an effective signal
of future cooperative behavior depending on environ-
mental conditions that humans with their high cogni-
tive abilities can analyze and consider when judging
the reliability of the signal (Carter, 2014; Zaggl, 2014).
Indirect reciprocity is thus based on trust and involves
the logic of “I help you, and somebody else helps me”
(Nowak & Sigmund, 2005; Taylor & Nowak, 2009).
However, in the context of strangers, who are unre-
lated exchange parties, favors and trust are ineffective
as mechanisms for enhancing cooperation (Macy &
Skvoretz, 1998). In this context, programmed reci-
procity provides a more viable option than direct
and indirect reciprocity to enhance cooperation.
Overall, rather than “I help you, and you helpme” or
“I help you, and somebody else helps me” logic
(Nowak & Sigmund, 2005; Taylor & Nowak, 2009),
programmed reciprocity is based on “we program a
priori and trust the machine to execute to finality”
logic. This new programmedmachine logic provides
an alternative mechanism of cooperation that is par-
ticularly suitable for strangers.

Second, in relation to techno-leviathan visions
about “trustless” technology (Scott, 2015), our frame-
work highlights that blockchain confidence is a sig-
nificant condition for programmed reciprocity to
work as a mechanism for enhancing cooperation
among strangers (Werbach, 2018b). Cooperation
among strangers without confidence that the block-
chain network will reliably and predictably execute
the rules of the reciprocal-exchange agreement is
unlikely (Lumineau, Schilke & Wang, 2023). Similar
to other technologies, blockchain confidence is associ-
ated with expectations about reliable and predictable
functioning as well as high performance (Lankton
et al., 2015; Lippert & Michael Swiercz, 2005;
Mcknight et al., 2011), and it provides the key bene-
fit that there is no need for trust in any central
authority or any of the exchange parties directly (De

Filippi et al., 2020). In this regard, if blockchain con-
fidence is high, the techno-leviathan vision about
blockchain as a trustless technology (Scott, 2015)
could in fact come to fruition as the mechanism of
programmed reciprocity is successfully activated
under the condition of low contract complexity.

Third, our research highlights that low contract
complexity strengthens the positive relationship
between algorithmic enforcement capability and pro-
grammed reciprocity, whichmediates its relationship
to cooperation among strangers. As contract complex-
ity increases, the risk of implementing incomplete
contracts increases, which, in turn, will lead to a
lower degree of programmed reciprocity. There are at
least two aspects that increase the likelihood of errors
in the specification of a contractual agreement and
address the common issue of ambiguity as discussed
in incomplete contract theory (Hart, 1988). First, even
though smart contracts can decompose the complex-
ity of an exchange agreement into specific code-based,
contract-like components (e.g., payments, delineation
of property rights) (Szabo, 1996) and encourage parties
to precisely specify the obligations of each party (Cong
&He, 2019;Murray et al., 2021), it is virtually impossi-
ble to make a contract for a complex exchange
agreement entirely complete. Given the algorithmic
enforcement capability of a blockchain, the risk of
introducing contract incompleteness when program-
ming a complex smart contract will therefore ham-
per the positive effect of programmed reciprocity.
Second, even in cases where the smart contract is
complete, time might gradually introduce the risk
of incompleteness as the environmental conditions
assumed in the smart contract change while the
contract cannot be adapted once committed to the
blockchain.

Limitations of Algorithmic
Enforcement Capability

There are at least three limitations of a blockchain
network’s algorithmic enforcement capability. First,
algorithmic enforcement is realistically not a substi-
tute for contract law (Werbach & Cornell, 2017),
despite what the term smart contracts implies (Szabo,
1996). Smart contracting to leverage the algorithmic
enforcement capability of blockchain networks and
enhance cooperation among strangers should thus be
viewed as a complement to contract law that has the
potential to reduce the need for contract litigation
due to the strong expectations and incentives created
by programmed reciprocity for exchange parties to
cooperate. Furthermore, despite the potential ability
for governments to model laws and regulations with
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objectively verifiable parameters and incorporate them
into code, the resulting “lex cryptographia” (De Filippi
& Hassan, 2018) does not necessarily have legal
legitimacy (Becker, 2022). In sum, establishing the
legal legitimacy of a blockchain network’s algorith-
mic enforcement capability entails an element of
uncertainty.

The second limitation of a blockchain network’s
algorithmic enforcement capability is related to its
costs and reliability. In fact, proper cost–benefit and
risk–reward analyses are advisable. For example, the
data-driven operation of smart contracts presents
potential software vulnerabilities that could lead
to costly hacks and exploits that reduce the integrity
of the blockchain. Examples include compromised
data feeds (Zhang, Cecchetti, Croman, Juels & Shi,
2016) (e.g., on October 12, 2023, decentralized finance
protocol Platypus suffered a flash loan exploit based
on a compromised price feed resulting in a loss of over
$2 million); reentrancy attacks, which occur when-
ever a smart contract, interacting with another smart
contract, calls back the original contract (re-entrant
call) before the state in the original contract has been
fully updated (Samreen & Alalfi, 2020) (e.g., the
famous attack of “The DAO” in 2016 involving an
attacker draining funds from the target by recur-
sively calling the target’swithdraw function, causing
a loss of $60 million); and software code vulnerabil-
ities involving faulty access control (Zamani, He &
Phillips, 2020) (e.g., in November 2017, an anony-
mous user was able to make itself the owner of a criti-
cal software component in the Parity Multisig Wallet,
allowing the user to steal over $30 million worth of
ETH).

The third limitation relates to artificial intelligence
(AI). Smart contracts are not smart in the sense of hav-
ing learning capability. Consider that “data-driven
learning,” as a characteristic of AI (Gregory, Henfrids-
son, Kaganer & Kyriakou, 2021), is not the same as the
“data-driven operation” of smart contracts (Murray
et al., 2021; Szabo, 1996). Smart contracts are often-
times written in procedural code that is rigid and
inflexible by design (Halaburda, Levina & Min, 2024).
On the one hand, codifying rules and conditions in
this manner creates a sense of stability and reduces
perceived behavioral uncertainty, as explained by our
theoretical framework. On the other hand, we could
see the convergence of different digital technologies,
including AI providing learning functions, the Internet
providing data, and blockchain networks providing
algorithmic enforcement capabilities. For example, a
relevant use case is to strengthen the security of smart
contracts usingAI (Krichen, 2023).

Future Research

Future research on the interplay between human
and programmed reciprocity mechanisms would be
worthwhile. In particular, in complex organizational
settings without shared goals, the alignment of goals
may have to be fostered through human reciprocity
mechanisms (e.g., repeated interactions among mem-
bers of different organizations to achieve cooperation
in aligning goals and interests) and supporting rela-
tional governance, as to build the foundation for the
codesign and implementation of programmed reci-
procity in social and economic exchange (e.g., imple-
menting automated origin verification and payment
processes on the blockchain using smart contracts).
Complex settings require an examination of how
human and programmed reciprocity mechanisms
substitute or complement each other under varying
conditions.

Another avenue for future work is to theorize and
examine the convergence of blockchain-based smart
contracts with other technologies, including sensor
technologies that provide smart contracts with data,
AI technologies that enable smart contracts to learn
and improve over time, and decentralized platform
architectures that enable uniquemodels of value crea-
tion, appropriation, and redistribution across multi-
ple stakeholder interests. For instance, scholars could
explore when and how the convergence of these tech-
nologies impacts established platform models and
their governance and centralized architectures and
data assets. Even though it remains to be seen, this
convergence could give rise to novel forms of organiz-
ingwith digital ownership built into it by design.
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